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Abstract: With the rise of the Internet and information technology, various applications
have emerged, complicating identity authentication across systems. To address this, we
developed a secure unified identity authentication system for web services, integrating
multiple encryption technologies to ensure user information’s integrity and confidentiality.
The system features a scalable and flexible architecture, including a front-end interface,
back-end services, and database storage. User identity is secured via digital signatures,
and multi-level protections like data encryption, access control, and log auditing enhance
overall security. Single sign-on allows users to access all related systems with a single
authentication, improving the user experience.

1. Introduction
1.1. Web Services

Web services are essential in SOA, providing cross-platform, standard, and language-neutral
advantages. They enable scalable, interoperable communication using SOAP and XML,
overcoming proprietary limitations [1]. These services, while individually simple, can be combined
for complex business needs and can be found and connected online [2].

1.2. Overview of Unified Identity Authentication

With the growth of enterprise applications, unified identity authentication becomes vital for
system management. Traditional username-password authentication is insecure and confusing.
Consolidating authentication methods is essential for cross-system access, enabling single sign-on
(SSO) and unified identity verification. SSO allows users to access multiple trusted systems with
one login, ensuring secure and consistent access across applications.[3].

2. System Design

The system is a scalable, Java-based web application with a multi-layered structure, integrating
various business systems for user convenience. It uses Vue3, TypeScript, and Element Plus on the
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front end, and a back-end stack of Spring Boot, Spring Security, JWT, Redis, Mybatis-Plus, and
PowerJob. It offers unified user management, CA authentication, and security audits, along with
single sign-on and distributed hierarchical management. PKI components like CA, RA, and KM
enhance enterprise security [4]. The framework is detailed in Figure 1.
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Figure 1: Overall technical framework

Users enter the service cluster through the gateway cluster, and the service cluster has three
servers. After the front-end and back-end verification is successful, users can register and enter the
monitoring center for task scheduling monitoring. The cache service is designed in a distributed
manner, and a distributed lock is designed in the system. Documentation can be developed in the
system, and file storage uses OSS services. Data interaction between the front-end and back-end is
stored in MYSQL data tables. The overall design is shown in Figure 2.
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Figure 2: Overall system design

The unified identity authentication system comprises six core modules: User Management,
offering self-services and announcements; System Management, covering user, role, menu,
department, position, dictionary, parameter settings, announcements, logs, files, and client
management; Tenant Management, handling tenants and package systems; System Monitoring, with
features for user, cache, admin, and task monitoring; System Tools, for form construction and code
generation; and Test Units, with test entities and tree tables [5].
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3. System Implementation
3.1. Login and Registration

Identity verification and login are fundamental system functions. To counter brute force attacks
and service misuse, a captcha is implemented alongside username and password authentication.
Utilizing the WebSocket protocol, the client and server establish a TCP connection for real-time,
two-way communication, with data stored in session storage and each user receiving a unique
Session ID [6]. Web services manage authentication requests and sessions, tracking identities via
session IDs to maintain user authentication and restrict access for unauthenticated users. The system
comprises an AC server for authentication status determination and HTTP redirection, a Portal
server offering login interfaces and password management, and an AAA server handling
authentication, billing, and auditing [7].

3.2. System Management

The system encompasses user, role, menu, department, position, dictionary, and parameter
management, along with notice announcements, log, file, and client management. Tenant
management involves overseeing tenants and their package systems. Administrators can perform
CRUD operations on user data, post announcements, and monitor logs to inform future system
enhancements and updates.

3.3. Tenant Management

The tenant management part mainly involves the management of tenant information and tenant
package management. Administrators can view the user's number, company department, tenant
status, etc., and can also perform related add, delete, modify, and query operations.

3.4. System Monitoring

System monitoring can view information such as online users, cache status, and task scheduling,
helping administrators understand the system's operating conditions, identify and resolve potential
issues in a timely manner, and facilitate user management. In the event of a fault, the monitoring
center issues an alarm in time to help administrators quickly locate and fix the problem. In addition,
the monitoring center statistically analyzes system access requests to optimize system performance,
improve access speed and response efficiency, and enhance the user experience [8].

3.5. System Tools

The system tools part is mainly an auxiliary work of the system, which can query data sources,
table names, table descriptions, creation time, update time, etc.

4. System Testing
4.1. Testing Requirements

Functional testing requirements mainly involve testing the functions within the system to see if
they meet the expected requirements. The functional testing requirements table is shown in Table 1.
Non-functional testing requirements mainly involve testing the system's compatibility,
performance, and interface to see if the system can be used normally on the platform and whether
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the performance meets market or company requirements. The requirements table is shown in Table

2.
Table 1: Functional test requirements table
Te_stlng Brief Introduction of the Testing Requirement Priority
Requirement
. Users can log in to the system through account and 2
User Login . 2
password, or third-party applications.
Captcha The user login captcha refreshes and inputs 1
Verification normally.
Manage and view operations for users, roles, menus, 1
System A - .
M departments, positions, dictionaries, parameters,
anagement . .
announcements, logs, files, and clients.
Tenant Manage and view operations for tenant management 1
Management and tenant package management.
Platform administrators can manage and view online 1
System L - o
S users, cache monitoring, Admin monitoring, and task
Monitoring -
scheduling center.
Manage and view operations for form construction 1
System Tools .
and code generation.
Test Menu Manage and view operations for form testing and 1
test tree tables.
Logout is an operation where users choose to exit 3
Logout . .
after completing tasks in the system.
Table 2: Table of non-functional test requirements
Test Requirement ltem Condition Metrics

Response time for query results
should be within 3 seconds.
Page response time should be
within 1 second

Query Response Time

Performance
Page Response Time

Use the universal graphical
interface of Windows and must
support mouse and keyboard.
Support for Windows
XP/7/8/10/11 systems, 1E11 and
above versions, 360, Chrome,
Firefox, and other mainstream
browsers.

User-friendly and can run

Interface Requirements
normally

The interface should display
normally, and functions should
run normally.

Compatibility

4.2. Testing Modules

(1)Registration Module

Tests user account creation with department selection and password entry, requiring password
confirmation to prevent registration errors.

(2)Login Module

Assesses login functionality with correct credentials and captcha, ensuring failure with incorrect
information.

(3)System Management Module

Verifies normal operation and correct viewing of system functions post-login, including user,
role, and department management.

(4)Tenant Management Module
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Manages tenant data, testing access to user management and tenant information post-login for
administrative tasks.

(5)System Monitoring Management Module

Monitors user status, task processing, and file cache, ensuring operational visibility.

(6)System Tools Management Module

Tests access to auxiliary system functions post-login.

(7) Test Unit Management Module

Facilitates querying and operation of user and department data, testing function accessibility.

(8)Personal Information Viewing Module

Ensures users can view personal details post-login, with administrative access to tenant
information.

(9)Information Add, Delete, Modify, and Query Module

Tests CRUD operations across the system for administrative personnel post-login.

5. Conclusions

The system utilizes unified identity authentication with encryption for secure user data
management. It employs tokens as secure identity markers, granting access to services post-
authentication to ensure user information's authenticity and confidentiality. The architecture is
designed for scalability and maintainability, with efficient front-end, back-end, and database models,
simplifying future management. Security is bolstered through encryption, access controls, logging,
and audits to safeguard user data and minimize authentication response times, enhancing user
experience.
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