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Abstract: With the continuous development of the automotive industry and network 

technology, automotive Ethernet is facing the need for real-time and high-precision 

synchronization of data transmission. In this paper, the IEEE 802.1AS protocol gPTP based 

on the precise time protocol is studied and analysed in depth, focusing on the design and 

functional implementation of the time synchronization subsystem in the time-sensitive 

network system, and a method to improve the accuracy of time synchronization between 

nodes in the AUTOSAR protocol stack based on Kalman filter is given, and is implemented 

on the hardware platform AURIX TC397 and NXP SJA1110. Finally, the Kalman filter 

algorithm is used to correct the time synchronization error. Experimental results show that 

the proposed algorithm can significantly reduce the time deviation between the master-

slave clocks. 

1. Introduction  

In recent years, with the continuous development of the automotive industry and industrial 

control, along with the gradual integration of computer network technology and automatic control 

technology, the on-board network, as a product of the convergence of these emerging technological 

fields, has also continued to expand. Simultaneously, automobiles are advancing towards greater 

intelligence. Due to the continuous innovation of in-vehicle navigation, security systems, 

multimedia, autonomous driving and other applications, higher requirements are put forward for 

network reliability, bandwidth, and synchronization performance[1-3]. Time-Sensitive Networking 

(TSN) was proposed and developed to meet the requirements of real-time data transmission 

applications (e.g., multi-axis synchronization, transportation industry, etc.) for data transmission, 

latency, and packet loss related indicators [4-7], and to improve the interoperability, configuration, 

and monitoring capabilities of real-time Ethernet. In TSN, the IEEE802.1AS protocol is used to 

provide timing and synchronization capabilities for nodes in the network, which is referred to as the 

precision clock timing and synchronization protocol[8-10]. 

2. An overview of the principles of the IEEE 802.1AS protocol 

The IEEE 802.1AS protocol requires that every node within its defined synchronous gPTP 

domain be a time-aware system. There are two types of time-aware systems, namely time-aware 
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terminal stations and time-aware bridges. Among them, only one port (master port or slave port) of 

the terminal node is connected to the gPTP domain. A bridge node is typically a switch that has 

more than two ports connected to the gPTP domain. In addition, since the IEEE 802.1AS protocol 

itself is defined at Layer 2 of the OSI model, the timestamps of all packet entry and exit ports are 

recorded by hardware [11]. The synchronization process of the gPTP domain is that the master clock 

sends time synchronization information to all time synchronization systems directly connected to it, 

and the time-aware system that receives the synchronization information should add the path 

transmission delay to correct the time deviation to complete its own synchronization. These time-

aware systems then forward the corrected synchronization information to other time-aware systems 

connected to their primary ports, thus achieving synchronization of the entire gPTP domain. 

Obviously, the measurement process in synchronization is divided into path delay measurement and 

time synchronization measurement. The following sections describe the messages and measurement 

principles involved in these two measurement processes, and finally describe and analyze the role 

of the other messages[12]. 

2.1. Path delay measurement 

The path delay measurement mechanism in the IEEE 802.1AS protocol is a peer-to-peer delay 

measurement proposed in IEEE 1588-2008, which is completed by using Pdelay_Req, Pdelay_Resp 

and Pdelay_Resp_Follow_Up packets, as shown in Figure 1. 

 

Figure 1: Schematic diagram of the peer-to-peer delay measurement process. 

The measurement steps are as follows:  

(1)The slave port of time-aware system A sends a Pdelay_Req request response message to the 

master port of time-aware system B, and records the timestamp 𝑡1 at the time of sending. When the 

message arrives on port B, the master port of the time-aware system records time 𝑡2. 

(2)The master port of time-aware system B then sends a Pdelay_Resp response message, records 

the time 𝑡3 when the message leaves the port, and calculates ∆t. In this case, the slave port of time-

aware system A records the time when the message arrives at port 𝑡4. 

(3) Finally, port B sends a Pdelay_Resp_Follow_Up message to port A, which contains a time 

difference ∆𝑡. 
After the above three steps, the times 𝑡1 , 𝑡4  and ∆𝑡  are known for port A, where 𝑡1 , 𝑡4  are 

measured by the clock of port A and ∆𝑡 is measured by the clock of port B. It is very likely that the 

clock frequencies of ports A and B are skewed, and at the micro level, they do not see the same 

speed or speed of the observed time. Therefore, the IEEE 802.1AS protocol introduces frequency 
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ratios to eliminate this error. If 𝑟 is used to denote the frequency ratio of port B to port A, the 

equation for equivalence delay is shown in Formula (1). 

𝑃𝑑𝑒𝑙𝑎𝑦 =
𝑡4−𝑡1−𝑟∗∆𝑡

2
                                                           (1) 

From this formula, it can be seen that the peer-to-peer delay mechanism considers the link delay 

between port A and port B to be equal, so the link delay is measured by averaging. 

2.2. Time synchronization process 

The IEEE 802.1AS protocol uses a point-to-point method to transmit time synchronization 

information, and the path delay measurement and time synchronization process are separated, 

making the time synchronization process more stable and accurate. The protocol clearly stipulates 

that only the two-step mode is used, that is, the timestamp of the SYNC message is carried 

Follow_Up the message, so it needs to use both Sync and FollowUp messages to complete, and the 

synchronization process under a full-duplex Ethernet link is shown in Figure 2. 

 

Figure 2: Time synchronization process. 

After the calculation and setting of the above important fields, based on B completing the 

synchronization with A, the time awareness system C also maintains the synchronization with the 

time awareness system A. The IEEE 802.1AS protocol relies on the above-mentioned successive 

synchronization method to keep the clock nodes in sync with the master clock throughout the 

network. 

3. TSN clock synchronization algorithm based on Kalman filtering 

Due to the aging problem of crystal oscillators and the influence of ambient temperature, the 

clock drift is not constant, and the main causes of clock errors are clock stamping and delay jitter, 

i.e., time offset and time offset rate. In order to improve the timestamp accuracy of the TSN time 

synchronization node and reduce the delay jitter, the clock of the node is adjusted to make the 

clocks of each node as consistent as possible, and the time synchronization scheme based on 

Kalman filter is adopted, and the local clock is adjusted by Kalman filtering on the clock offset and 

clock offset rate, so that the clock synchronization is more accurate. 

3.1. Establishment of a clock state model 

Assuming that the sampling time of the time deviation between nodes is 𝑇, and the true value of 

the clock deviation at 𝑘𝑇 is represented by 𝑇𝑜𝑓𝑓𝑠𝑒𝑡
′ (𝑘), and the measured value of the time deviation 
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at 𝑘𝑇 is represented by 𝑇𝑜𝑓𝑓𝑠𝑒𝑡(𝑘), then there is an observation model as follows: 

𝑇𝑜𝑓𝑓𝑠𝑒𝑡
′ (𝑘) = 𝑇𝑜𝑓𝑓𝑠𝑒𝑡(𝑘) +𝑊(𝑘)                                                    (2) 

where 𝑊(𝑘) denotes the measurement error, assuming that the measurement error conforms to a 

normal distribution, its mean is 0, and the variance is 𝜎𝑤
2  white noise, which can be obtained from 

the test data using statistical principles. 

In the above three time-aware systems A, B, and C, time-aware system A is the master node, 

assuming that the clock frequency of its clock is f and there is no noise influence, that is, the clock 

frequency of the master clock is unchanged, and 𝑓(𝑘) is the clock frequency of the slave node at 𝑘𝑇 

time, 𝑓(𝑘)′ is the frequency drift rate of the slave node, and the formula for the frequency drift rate 

is as follows: 

𝑓(𝑘)′ = 𝑟(𝑘) + 𝑉(𝑘)                                                               (3) 

Among them, 𝑟(𝑘)  is the normal drift of the frequency, which is affected by the external 

environment such as temperature and crystal aging, and 𝑉(𝑘) is the random drift of the frequency, 

which can be regarded as a zero mean and a variance of 𝜎𝑉
2 white noise. Under normal operating 

conditions, 𝑟(𝑘) can be regarded as a constant value for a certain period of time in close proximity, 

so the expressions for the relationship between the true value of clock deviation and frequency and 

the relationship between frequency and frequency drift are shown: 

𝑇𝑜𝑓𝑓𝑠𝑒𝑡
′ (𝑥) = ∫ [𝑓(𝑘) − 𝑓]

𝑥

0
𝑑𝜏 + 𝜇0                                             (4) 

𝑓(𝑥) = ∫ 𝑓′(𝑘)
𝑥

0
𝑑𝜏 + 𝛿0                                                         (5) 

𝜇0 is the initial value of the clock offset, 𝛿0 is the initial value of the frequency, the two formulas 

are discretized, and then they are discretized, and the expression can be obtained as follows: 

{
 
 

 
 [
𝑇𝑜𝑓𝑓𝑠𝑒𝑡
′ (𝑘 + 1)

𝑓(𝑘 + 1) − 𝑓
] = [

1 𝑇
0 1

] [
𝑇𝑜𝑓𝑓𝑠𝑒𝑡
′ (𝑘)

𝑓(𝑘) − 𝑓
] + [0.5𝑇

2

𝑇
] 𝑟(𝑘) + [0.5𝑇

2

𝑇
] 𝑉(𝑘)

𝑇𝑜𝑓𝑓𝑠𝑒𝑡(𝑘 + 1) = [1 0] [
𝑇𝑜𝑓𝑓𝑠𝑒𝑡
′ (𝑘)

𝑓(𝑘) − 𝑓
] +𝑊(𝑘)

             (6) 

The system state 𝑋(𝑘 + 1) defined at the sampling time (𝑘 + 1)𝑇 is the true value and frequency 

drift of the clock deviation, 𝑌(𝑘 + 1) is the observation signal of the corresponding state, the state 

transition matrix is 𝐴, the control matrix and the noise-driven matrix are 𝐵, 𝜏, and the observation 

matrix is 𝐻.From the discrete expression, the state-space equation of the Kalman criterion can be 

deduced as follows: 

{
𝑋(𝑘 + 1) = 𝐴𝑋(𝑘) + 𝐵𝑟(𝑘) + 𝜏𝑉(𝑘)

𝑌(𝑘 + 1) = 𝐻𝑋(𝑘) +𝑊(𝑘)
                                           (7) 

The parameters are as follows: {
𝑋(𝑘 + 1) = [

𝑇𝑜𝑓𝑓𝑠𝑒𝑡
′ (𝑘 + 1)

𝑓(𝑘 + 1) − 𝑓
]

𝑌(𝑘 + 1) = [𝑇𝑜𝑓𝑓𝑠𝑒𝑡(𝑘 + 1)]

, 𝐴 = [
1 𝑇
0 1

] , 𝐵 = 𝜏 =

[0.5𝑇
2

𝑇
] , 𝐻 = [1 0]. 

3.2. Kalman filtering process 

According to the state-space equation, the time deviation can be filtered, and the filtering is 
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mainly divided into two steps, the first step is to predict the state at the (𝑘 + 1)𝑇 time, and the 

second step is to update the state at the (𝑘 + 1)𝑇 time. 

(1) Prediction of the state at (𝑘 + 1)𝑇 time: 

{
𝑋(𝑘 + 1|𝑘) = 𝐴𝑋(𝑘|𝑘) + 𝐵𝑢(𝑘)

𝑃(𝑘 + 1|𝑘) = 𝐴𝑃(𝑘|𝑘)𝐴𝑇 + 𝑄
                                              (8) 

where 𝑋(𝑘 + 1|𝑘) is the prior state prediction at (𝑘 + 1)𝑇  time, and 𝑃(𝑘 + 1|𝑘) is the prior 

estimate of the covariance, which is an unreliable prediction based on the results of the previous 

iteration and is the input in the state update equation. 𝑋(𝑘|𝑘) is the posterior state prediction at 𝑘𝑇 

time. 𝑃(𝑘|𝑘) is the posterior estimation covariance, which is calculated according to the posterior 

state prediction and posterior estimation covariance at (𝑘 − 1)𝑇 time. The prior state prediction and 

prior estimation covariance at 𝑘𝑇 time, which is the optimal solution of 𝑘𝑇 time, that is, the final 

filtering result. As for the initial value of the state-space equation, as long as it is not set to 0. 

𝑢(𝑘) is the control quantity at 𝑘𝑇 time, and there is 𝑢(𝑘)  = 𝑟(𝑘) + 𝑉(𝑘), 𝑄 is the process noise 

covariance matrix, and 𝑄 = [
𝜎𝑊
2 0

0 𝜎𝑉
2] 𝑇. 

(2) Status updates at (𝑘 + 1)𝑇 time: 

𝐾(𝑘 + 1) = 𝑃(𝑘 + 1|𝑘)𝐻𝑇[𝐻𝑃(𝑘 + 1|𝑘)𝐻𝑇 + 𝑅]−1                             (9) 

{
𝑋(𝑘 + 1|𝑘 + 1) = 𝑋(𝑘 + 1|𝑘) + 𝐾(𝑘 + 1)(𝑌(𝑘 + 1) − 𝐻𝑋(𝑘 + 1|𝑘))

𝑃(𝑘 + 1|𝑘 + 1) = (𝐼 − 𝐾(𝑘 + 1)𝐻)𝑃(𝑘 + 1|𝑘)
             (10) 

where 𝐾(𝑘 + 1) denotes the Kalman gain at time (𝑘 + 1)𝑇, and 𝑅 depends on the measurement 

noise covariance 𝜎𝑚
2  associated with the measurement device. 𝑋(𝑘 + 1|𝑘 + 1)  represents the 

posterior state prediction at time (𝑘 + 1)𝑇 , and 𝑃(𝑘 + 1|𝑘 + 1)  is the posterior estimated 

covariance, which is the optimal prediction at time (𝑘 + 1)𝑇. 

The whole process of Kalman filtering is shown in Figure 3, the specific steps of Kalman 

filtering are to first give the initial state, that is, the clock deviation, frequency drift value and 

covariance at the time of 𝑘 = 0, and the initial value can be arbitrarily given. Then, by the recursive 

Formula (10), the prior state prediction and prior estimated covariance of (𝑘 + 1)𝑇  time are 

obtained, and then the Kalman gain of (𝑘 + 1)𝑇 time is updated according to the prior estimated 

covariance, and the Kalman gain determines the weights of the prior state prediction and the 

posterior state prediction of time at (𝑘 + 1)𝑇 time. Finally, according to Formula (12), the posterior 

state prediction and posterior estimation covariance of the (𝑘 + 1)𝑇 moment are obtained, and a 

filtering process is completed. 

 

Figure 3: Kalman filtering process. 
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4. Experiment and Result Analysis 

4.1. TSN time synchronization based on the AUTOSAR specification 

AUTOSAR (Automotive Open system Architecture) is an open automotive electronic system 

architecture that improves development efficiency and product reliability by standardizing the 

connection and interaction between hardware and software of automotive electronic systems. In 

AUTOSAR, time synchronization is a very important function that ensures the synchronization of 

clocks between the various ECUs (Electronic Control Units) in order to implement various time-

related functions such as timestamps, timeout calculations, etc. In the AUTOSAR standard 

specification, the EthTSyn module is a unique module used to implement the time synchronization 

protocol based on automotive Ethernet, which cooperates with the time synchronization 

management module StbM module to jointly implement a complete automotive Ethernet time 

synchronization scheme. 

4.2. Build a hardware platform 

The hardware used in this lab is an Infineon Aurix2G TC397 development board and an NXP 

SJA1110 switch. Using the Vector toolchain, configure the AUTOSAR-based time synchronization 

feature on Davinci and the SJA1110 switch project on the S32 Design Studio IDE. 

4.3. Analysis of results 

The working frequency of the master-slave clock is set to 150MHz, and the synchronization 

period is selected as 125ms, the time deviation between the two nodes can be observed by 

Lauterbach on the host computer, and the time deviation can also be observed from the PPS output 

of the two development boards with an oscilloscope, as shown in Figure 4. 

 

Figure 4: Oscilloscope observation synchronization accuracy. 

The time deviation before and after the Kalman filter is observed in Figure 5 below. The 

estimated value of the state is obtained by Kalman filter estimation, so that the deviation of the 

slave clock is compensated, and the clock model is corrected, and finally the synchronization of the 

slave clock and the master clock is realized. 
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Figure 5: Time deviation before and after Kalman filtering. 

5. Conclusion 

The traditional clock synchronization system based on software timestamp has a simple 

synchronization process and low cost, but there are problems such as low synchronization accuracy 

and serious noise in the measurement process, and the synchronization accuracy is affected by clock 

offset and clock offset rate. Based on real-time Ethernet, this paper deeply explores the principle of 

clock synchronization, proposes a clock synchronization optimization algorithm based on Kalman 

filter, and uses Kalman filter to estimate the clock offset and clock offset rate, and corrects the clock 

to make each node realize clock synchronization, which further improves the synchronization 

accuracy.   
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