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Abstract: With the progress of society, the society pays more attention to food safety, and
the demands of consumers and regulatory authorities also increase. The original beef
traceability system seems to be unable to meet the demand because of the complicated
traceability links, difficult traceability and easy tampering of node data. In order to better
meet the needs of the public, a beef product traceability system based on blockchain is
designed. The core board is mainly based on consensus algorithm to package data on the
chain and update the latest block height, and then use hash function to encrypt the
information data on the chain, and then use the node-association-based hash matching
retrieval and verification method to provide feedback verification of the obtained results,
thus realizing the real and comprehensive, efficient and safe multi-level deep traceability
of the whole beef cattle supply chain system, effectively guaranteeing the depth, breadth
and credibility of traceability information. It effectively guarantees the depth, breadth and
credibility of traceability information, and has good practical application prospects
compared with traditional traceability systems.

1. Introduction

Traditional beef product safety traceability systems have achieved some degree of food traceability
through methods such as QR codes and radio frequency identification technology [1]. However, the
centralized management mode used by traditional traceability systems may lead to the following
issues: (1) poor data quality due to different data sources, non-standard data entry, and inconsistent
data standards; (2) difficulties in ensuring data authenticity, as the traceability system lacks
government supervision and management, providing opportunities for some intentionally fraudulent
enterprises to replace and tamper with quality and safety information data; (3) excessive system
development costs due to the need for technical, human, and material costs, resulting in high system
development costs [2].

With the continuous development of blockchain technology, a trustworthy and complete supply
chain based on consortium chains has the advantages of decentralization, transparency, efficiency,
low cost, and traceability, which can better achieve low-cost, multi-level association traceability for
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the entire process. This provides more reliable data for regulatory authorities and consumers to
comprehensively trace and supervise the quality and safety of beef products [3,4].

This article combines traditional traceability systems with blockchain technology to solve the
problems of data collection, data authenticity, and cost in traditional food safety traceability systems.
It improves the reliability, security, and efficiency of the system and provides powerful technical
support for the quality and safety guarantee of beef products.

2. Overview of Blockchain

Blockchain is a decentralized digital ledger technology that enables secure, transparent and
immutable transactions between parties without the need for a centralized authority. It is a peer-to-
peer network that allows multiple parties to access, validate, and record transactions in a secure and
transparent way.

One of the key features of blockchain is its distributed storage technology. In a blockchain network,
every participant has a copy of the ledger, which is constantly updated and verified by other nodes in
the network. This ensures that the data is decentralized, tamper-proof and resistant to hacking attacks
[5,6].

Another important feature of blockchain is the block timestamp, which is a unique identifier that
marks the time when a block is added to the blockchain [7,8]. This timestamp is generated by a
consensus mechanism, such as proof of work or proof of stake, which ensures that the blocks are
added to the blockchain in a secure and transparent manner [9,10].

Alliance chain technology is a variation of blockchain that allows multiple organizations to
collaborate and share data on a private and permissioned network [11,12]. This type of blockchain is
ideal for enterprises that require a higher level of privacy and security for their transactions [13,14].

Data retrieval on the chain is also a key aspect of blockchain technology. Because the data is stored
in a decentralized manner, it can be retrieved by anyone with access to the network. This makes it
easy to trace the history of transactions and to verify the authenticity of data [15].

In summary, blockchain technology have a range of features and benefits that make it ideal for a
wide variety of applications, including distributed storage, secure and transparent transactions, and
data retrieval. Blockchain technology has become an increasingly valuable tool for enterprises and
organizations all over the world.

3. Design Proposal for Beef Traceability System
3.1. Functional Module Design for Traceability System

The construction of the beef traceability system model is roughly divided into four modules:
consortium chain member management, enterprise data recording and management, data encryption
for on-chain upload, and multi-level association retrieval and verification. The technical scheme flow
of product deep traceability is shown in Figure 1.

The consortium chain member management module activates permissions for node members
according to identity level gradient rules, combining information data circulation and efficiency. The
enterprise data recording and management module inputs and manages traceability information, and
its flexibility is reflected in its ability to transmit data to the blockchain on an independent platform.

The data encryption for on-chain upload module mainly uses the core consensus algorithm to
determine matching results and create encrypted blocks, allowing users to efficiently access
traceability data results through digital certificates. The multi-level association retrieval and
verification module fully utilizes hash algorithms to derive the hash value of the traceability code. By
analyzing the core node attributes and relevant node attributes separately, it achieves fast matching
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verification of the hash value.
3.2. Member Management of Alliance Chain

The "Alliance Chain™ Member Management Platform is used to enter the basic information of
registered members and establish the node properties corresponding to their identities. These identity
properties should be roughly divided into: breeding households or breeding enterprises, beef product
processing enterprises, consumers, quality inspectors, traceability system enterprises, system
administrators, and transportation enterprises. Then, the administrators on the alliance chain assign
different weight levels to each member according to the weight gradient previously formulated based
on actual conditions. Finally, based on the registered identity node properties and weight, the
differential permissions of the alliance chain nodes are authorized and activated.

For the entire beef supply chain traceability system from breeding to purchase, the completed
supply chain system involves the participation of multiple organizations such as producers,
traceability enterprises, regulators, and consumers, forming a typical “alliance chain” application
scenario. Traditional traceability technologies represented by QR codes, barcodes, and RFID radio
frequency technology save the data collected by each link in the database of the central node with
limited access rights in a highly "centralized" form, which not only poses the problem of unclear
responsibility for food safety issues due to highly dispersed links, but also poses serious consequences
of a new round of trust crises caused by the high risk of product supply chain information being often
non-transparent and core data being tampered with. Therefore, the design of the beef traceability
system using "alliance chain technology” aims to simplify the traditional traceability process by
utilizing the advantage of accurate diagnosis of traceability problems to solve the trust crisis caused
by the information asymmetry between production parties, sales vendors, government, and consumers
under the traditional solution.

"Alliance chain technology" as a branch under the background of blockchain integrates the
advantages of blockchain technology-based traceability system design, realizes "decentralization” of
data storage and management, avoids manipulation and tampering of data by various nodes, and
guarantees data security and credibility. At the same time, the "Alliance chain” consists of several
nodes represented by a few relatively fixed organizations or individuals after authorization, which
ensures that data in the beef traceability system, including enterprise trade secrets and personal
privacy, can only flow between a few relatively fixed members. In addition, the "Alliance Chain
technology" adopts privacy policies of encryption algorithms and permission control, which not only
reduces the risks of data leakage and privacy disclosure that may be caused by "public chain
technology", but also greatly avoids the problem of data closure and difficulty in sharing caused by
"private chain technology".

3.3. Enterprise Data Recording and Management

This section is based on the "Enterprise Application End" to complete its function as the data
collection and storage entity for the cattle traceability system. The data is collected in sequence,
starting with the employee information of the beef product company, the company's main and related
information, product sales information, product transportation and warehousing information,
enterprise financial information, and the data of the affiliated enterprise link of the traceability code
system. Then, the information on the breeding site and daily breeding mode of cattle, basic
information of the cattle breeding and slaughter supply chain, cattle health information and inspection,
and beef product production line processing and packaging information are gathered. The aim is to
establish a complete product traceability information system based on a sound traceability enterprise
link. Finally, the traceability system automatically generates traceability codes based on the traceable
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information above.
3.4. Data On-chain Encryption

The "Alliance Chain Management Platform” and the "Enterprise Application End" are the two
major operating applications for the "Data On-Chain Encryption™ section. The specific technical
solution is as follows:

w <ch ><('I‘cur'T}c>b) (1)

(1) The data to be put on the chain collected by the previous section will be marked. The mark
should include information such as the first and last node properties of data transmission, data
summary, data type, data collection time, and data collection party. (2) Based on the Proof of Stake
(Pos) consensus algorithm, the alliance chain consensus algorithm will integrate and package the data
before putting it on the chain, and then update the latest block height. The core formula is that the
numerator hash function in the left-hand side of the inequality represents the account public key and
the previous block hash value respectively, and the denominator represents the available balance of
the account. The right-hand side of the inequality is the current block difficulty coefficient, the current
time, and the time the previous block was generated, respectively. Only when the latest block height
value satisfies this inequality can the complete establishment of a new block be ensured. (3) Use a
hash algorithm with a hash function as the core to encrypt the data to be put on the chain. The core
formula is: h = H(M), where "H(M)" is a fixed-length bit string, and "M" is a message string of any
length. It is mainly used to generate block addresses, equity proof calculations, and other aspects. (4)
Issue valid digital certificates to alliance chain members who have been authorized by the system
administrator, which can be used to read on-chain data and verify identities.

3.5. Multi-level Associative Retrieval and Verification

This section includes three operation ports: the "Enterprise Application Side,” the "Deep
Traceability Consumer Query Side," and the "Traceability Supervision Platform."” The technical
scheme is shown in figure 2, and its principle is explained as follows:

Firstly, there is the hash matching retrieval and verification method, which is a retrieval and
verification method based on node correlation. The initial traceability information obtained from the
first query is called the primary traceability information, and the associated traceability information
obtained from the second query to any subsequent queries is called the secondary traceability
information. This retrieval and verification method is executed in six steps: (1) retrieve the target
block corresponding to the hash value of the primary traceability information; (2) use the matching
target block obtained in the previous step as the CORE node; (3) find all RELATED nodes along the
node attribute corresponding to the CORE node. For example, if the CORE node A is the seller of
product a, then the RELATED nodes of A will include the producer B, the transporter y, and even the
producer o of the raw materials. The attribute of the CORE node not only includes the supply
relationship between nodes but also covers the degree of relatedness of the production relationship.
In the above example, the producer has the highest degree of relatedness with the seller, not the
transporter, and the producer has the highest degree of relatedness with the raw material producer,
not the seller. Therefore, the entire alliance chain operation system calculates the correlation between
nodes based on the degree of relatedness of the above node attributes. (4) The formation of a new
block must be accompanied by the creation of a new timestamp, and each node will generate a block
containing the on-chain traceability information. Therefore, by arranging the hash values of these
numerous timestamps in the natural chronological order, a historical traceability data archive table
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can be obtained. Similarly, a set of historical traceability data archive tables composed of all
associated nodes of a core node can be obtained. (5) According to the chronological order of the
transaction contract, a block pool of on-chain traceability information hash values to be matched can
be formed by sorting the obtained historical traceability data archive tables. (6) The method of
verifying whether the matching is successful is to compare the hash value in the block pool
corresponding to the traceability information query for the related input or output products of the next
level initiated by the system user with the hash value of the original record data. If a matching equal
hash value is found, the matching is successful; if not, the matching fails. Finally, the verification
result is obtained. Then, each time all steps are fully executed and the final matching verification
result is obtained, the traceability code reading and statistical accumulation update will be
implemented, and the record data corresponding to the traceability code will also be refreshed in real
time. Finally, each time a traceability query with a final matching verification result is completed, a
traceability query record containing the data obtained by the user completing the traceability query
will be created, and it will be automatically pushed to the traceability supervision platform.
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Figure 1: Technical flow chart of product traceability system
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Figure 2: Beef product depth traceability system design flowchart
4. System Application Implementation Scheme and Result Analysis

Assume that the existing beef breeding enterprise A, beef slaughtering enterprise B, transportation
enterprise C, distribution enterprise D and supervision department E 5 entities join the system for
management, and the specific implementation scheme is as follows:

Initially, five entities want to join the alliance chain, and they need to submit a registration
application to the traceability system enterprise to achieve this goal. When applying, you need to
provide basic information and subject attributes, such as breeding enterprises, slaughtering
enterprises, transportation enterprises, distribution enterprises, regulatory authorities, etc. The system
will review the information provided by combining automation and manual review. If approved, the
traceability system enterprise will create an account for the relevant entity enterprise, activate it, and
assign it a unique number. Based on its identity attribute, the system will also set the corresponding

86



governance weight level and authorize the corresponding functional authority in the chain.

Each entity enterprise has its own enterprise administrator, namely, subject A, subject B, subject
C and subject D. These administrators are responsible for adding the accounts of the recorder, and
each account corresponds to a recorder, and assigning permissions to them. Administrators need to
update account information regularly, including account number, password, recorder name and role.
The administrator should also set up a personnel management page to display the basic information
of the recorder, such as employee ID, enterprise code, employee account number, telephone number,
role and name. Administrators can only manage and view the information of their own enterprises.
Enterprises can decide data sharing through negotiation, and the scope and depth of sharing are
decided by enterprises themselves.

Each recorder in subject A, subject B, subject C and subject D enters the information of beef food
production into their internal database according to their assigned authority, and the enterprise
administrator can only view the information of each link of pork supply chain and cannot modify it.
After the recorder uploads the information, the enterprise administrator only needs to mark the data
and apply for data uploading. After the data uploading, the system encrypts the data into non-plaintext
string data through hash encryption algorithm.

Because the information in the process of beef food production has been uploaded and cannot be
tampered with, when supervising the safety production of beef products, the supervision department
E can submit an application for inquiring the relevant data of the supervised subject to the system.
The system will verify the identities of the supervision unit and the supervised subject. After the
verification, the supervision department can obtain higher authority to obtain data, and the system
will automatically generate corresponding reports or traceability information to access the details of
beef from breeding to sales, so as to determine the source of the problem and formulate corresponding
accountability measures.

Consumers can directly access the traceability inquiry website of the system, input the traceability
code on the product or scan the traceability QR code on the product to deeply trace the product. It
includes beef production timeline (including birth, slaughter, quarantine, slaughter, processing and
other stages, and the number of the recorder), product information (including beef product type, sales
price, sales point, production date, etc.), product details (including breeding unit information,
slaughter enterprise information, quarantine information, transportation information, etc.). The data
is authentic and has not been tampered with, which can reassure consumers and promote the healthy
development of enterprises in the beef product supply alliance chain.

5. Summary

To sum up, the system can not only trace the whole process of beef products in production through
blockchain technology, but also ensure the data security of the enterprise itself. Moreover, after the
beef products have problems, the regulatory authorities and consumers can quickly and accurately
pursue them, thus fully protecting the rights and interests of consumers.

Compared with the traditional beef product quality and safety traceability system, the main
advantages of this system are summarized as follows: (1) The important business data of all
institutions on the system are trusted, encrypted and highly secure, and these data are only shared
among members in the blockchain, and it is not easy for others to steal important data through network
attacks such as traceability queries from regulatory authorities or consumers. (2) The regulatory
authorities or consumers can easily obtain the production, processing, storage and other information
of beef products through multiple means of traceability, and realize efficient multi-level related
traceability query, so as to realize the whole traceability of products. (3) Because once the data is
uploaded, it can't be changed, and the system will monitor the data in real time, and it will immediately
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report to the police once an abnormal value is found, so once the beef quality and safety incident
occurs, the system can be completely trusted, and the problem link can be traced back quickly
according to the system, and the responsible enterprise will be punished and required to rectify. The
application of this system can promote the sustainable development of the whole industry, and also
form the industry atmosphere of honest management.

At the same time, we also realize that we can optimize the system in the following aspects in the
future: (1) Put the system into practical application, verify the actual effect and advantages of the
system, and constantly optimize the system through user feedback, so that it can meet the needs of
users as much as possible. (2) Optimize the terminal for obtaining traceability data, and take automatic
data winding instead of manual data entry, so as to increase the credibility of traceability information
and reduce the cost of information entry. (3) Further optimize the data winding and data retrieval
algorithm, improve the speed of tracing data winding and improve the efficiency and accuracy of
tracing information retrieva.
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