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Abstract: Smart meters bring convenience to the reasonable use of electricity by smart
homes and effective power supply and efficient charging of power companies. Sensitive
information such as user power is leaked by fine-grained smart meter data, and existing
solutions achieve privacy protection of electricity data through signing passwords, data
aggregation, etc. but most of them use bilinear pair operations or exponential operations.
Due to the limited storage resources of smart meters in smart homes, they are not suitable
for algorithms with high computational power consumption. And verification one by one
leads to a low level of computational efficiency. Based on this, this paper proposes a
publicly verifiable aggregate signcryption scheme, which only uses elliptic curve point
multiplication, which protects privacy while reducing computing overhead and
communication overhead, and prevents the intelligent gateway from being decrypted when
verifying data.

1. Introduction

Advanced metering infrastructure (AMI), also known as smart meter infrastructure (SMI), which
is equipped with a large number of smart grid terminals to support high-speed dual-phase
communication between smart meters and utility backends [1]. But this large-scale data collection
will inevitably involve user security and privacy. Literature [2] classifies privacy into four types:
information privacy, personal privacy, behavioral privacy, and personal communication privacy, so
the privacy leakage in this article mainly violates the user's behavioral privacy and personal
communication privacy, for example, malicious users through remote access to smart meter
metering data, or capture smart meters and control center two-way communication process metering
data, may obtain a user's energy consumption data access, in addition, semi-honest smart gateways
may also sell the user's electricity data plaintext. These granular, high-frequency energy usage data
can easily analyze consumers' lifestyles, such as meal times, bedtime times, holidays, working
hours, and even more private lifestyle habits[3]. Recent research in the field of non-intrusive load
monitors (NILM) shows that this technology can accurately analyze energy consumption data to
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obtain behavioral privacy and personal communication privacy of customers' living habits [4].

Literature [5] is based on certificateless ring signature and federated blockchain. It first generates
the user's corresponding pseudo identity, and then performs ring signature on the data. This is very
useful in smart meter and smart gateways with limited computing resources. When the gateway is
validated, the data collected by the intelligent gateway for a long time may trigger correlation
analysis attacks due to fixed pseudonyms [6]. Reference [7] proposed a privacy protection scheme
for smart meter that can verify the reliability of terminals. It completes the credibility of the smart
meter fact verification, and the intelligent gateway will not have efficiency bottlenecks in the
verification process like [8]. However, the security is poor in identity based password systems.

Literature [9] proposes a group blind signature privacy protection scheme, he provides a
conditional anonymity scheme, the scheme will carry out fault analysis, the control center can
conditionally revoke the anonymity of the user, but the scheme is based on bilinear operation, the
overhead is too large.

Literature [8] proposes an edge-block-assisted privacy protection scheme, which supports two-
level aggregation to be more secure and efficient. Literature [9] proposes a data aggregation scheme
combined with fog calculation, and it is fault-tolerant, which means that even if smart meters
downtime, other smart meters can participate in the aggregation. However, so it is necessary to
collect fine-grained data of users. In addition, the homomorphic encryption algorithm used when
aggregating on the basis of ciphertext is expensive [6].

To sum up the above problems, we study a publicly identifiable aggregation sign-off scheme,
which does not use bilinear operations with low computational efficiency, and combined with the
aggregation idea, it can merge the signed ciphertexts from different signers into a single ciphertext,
greatly reducing the total length and verification time of the ciphertext, and is more suitable for
intelligent gateways and smart meters with limited computing resources and storage resources.
More suitable for the scenario of this article.

The rest of the paper is as follows. The second part describes the technology. The third part
describes the model for this scenario. The fourth part shows the performance analysis. The fifth part
is a summary of the article.

2. Related technology
2.1. Aggregate signcryption

Signing is to realize the functions of public key encryption and digital signature in the same
operation step, and ensure the confidentiality and authentication of messages. Compared with the
way signing and encryption are completed in two steps, the computational cost and communication
overhead of signing are greatly reduced, and the security factor and efficiency are higher [6].

2.2. Difficult questions

1) Computational Diffie-Hellman (computeDiffie-hellman) problem: Problem: It is known that G
is an additive cyclic group on an elliptic curve, the order of ¢ is a large prime g, the generator is P
and the ¢bH problem refers to the given (P, aP, bP), Where a,b € Z, the last knowledge and solves the
value of abP.

2) Discrete logarithm (discrete logarithm, DL) problem: It is known that G is an additive cyclic
group on an elliptic curve, the order of G is a large prime q, the generator is P, and the DL problem
refers to a given tuple (P, aP), wherea € zZ are unknown, and solve the value of a.
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3. Scheme design

References [10], this paper designs a network framework consisting of smart meter, regional
gateway BG, power control center CC, trusted third parties KGC, and power supply (ps). As shown
in Figure 1:

Smart Meter: A smart meter is a solid-state programmable device with an embedded tamper-
proof hardware unit that communicates bidirectionally with the control center to transmit periodic
energy consumption readings.

Regional intelligent gateway BG: It mainly completes two functions, namely collection and
trunking. The duty of the collection is to collect and check the validity of residential user electricity
usage data, while the relay's duty is to help the communication flow between CC and residential
users be forwarded in a secure manner.

Control Center CC: This article assumes that the control center is an honest entity responsible for
the collection and processing of back-end data and then send the results of the analysis to the PS.

Power supplier PS: According to the analysis results sent by the control center, it provides users
with value-added services, such as electricity bill metering
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Figure 1: Smart home architecture diagram
3.1. Scheme implementation process

(O KGC system parameter generation: input safety parameter k, generate two large prime
numbers p~ 4, and satisfy ¢ I » — 1, Define 3 safe hash functions:

H:{0,1} X G X G = Z; H>:{0,1}" — Z;, H3:{0,1}" X G — Z; KGC randomly selects

X € Z; as the system master key and keeps it secret X, system public key Poun = XP and
exposed system parameters params= 17,4, P, Poun, G, Hy, H,, Hat,

@)(1) The user goes to the designated key issuance center (KGC) to open an account and obtains
an identity /D; = Hz(Device;||address||time) € {0,1}" Device; is the device number, address is
the user address, and time is the registration validity time.

(2) Partial key setting: the algorithm is executed by KGC, given the user's ID;, (0 =i =n), KGC
randomly selectsrm. € Za, calculate the user's partial public key Rio. = 7. P, part of the private
key Sin. = rin. + hin.x, where hin. = Hi (1D, Ryp,, ..., ), the user obtains the key (Ri.. sm.).

(3) User key setting: The algorithm is executed by the user ID; and first verifies whether the
equation sm.P = Rip. + Pounhup. is valid, and if so, it means that part of the key issued by KGC is
valid. Then randomly select xm. € Z; as the secret value, set its private key SKip. = (xip.,510.),
calculate Pin. = xin.P, set its public key PKin. = (Rup., Pin.), then the control center staff will install the
smart meter in the user's home, and guide the user to inject the key information into the smart meter

44



tamper-proof module.

(4) Smart gateway, control center registration method is the same as above.

@ The sign-off algorithm is performed by the signer, and the smart meter ID;, by the user
performs the following actions on the message to be sent to the receiver IDg the control center m;:

(@) Randomly select w € Z; to calculate U: = w;P

(b) Calculate T: = w(Rip.. + Prp. + Pouphip. ), W = H3(IDp, T;),c; = (ID; Il m;) © W;

(c) Calculate hy = Hy(cy, 1Dy, Uy, Rip,, Prp., Pipes Prpas Poun)

(d) Calculate s: = w; + hy(xip. + s1p.)

() The user sends a signed ciphertext ID the smart meter to the regional gateway
o; = (U;,c;, s;, timestamp)

@ After receiving n signs, the regional intelligent gateway calculates S = Zi. s, after receiving n
signs, ¢, s, timestamp, and the aggregate signcode is a{{U; ci}i_:,S, timestamp) and then
calculates hi = Hy(c;, ID;, U;, Rip., Pip., Rin.., Pin.., Poun ), and then verify whether the equation
SP =¥ Ui + Xisihi(Pp. + Rip. + Pouphun.) is true, and if so, the aggregate signature is
forwarded to the control center IDs; Otherwise, the signing is considered invalid.

® Control Center aggregation unsigning: The algorithm is executed by the control center 1D,
that receives the aggregate ciphertext o = {{U;, ¢;}i-, S, timestamp) perform the following operations:

a) Calculate T;' = (xip.. + 5ip,. )U; W' = H3(IDg, T;).

b) Calculate h; = H>(c;, ID;,U;,Ryp., P, Ripns Pripas Poun ).

c) Secondary verification of whether SP = Xi-1U; + X1 hi(Pip, + Rip, + Pownhup.) is true, and if so,
the output is m:; Otherwise, the signing is considered invalid.

©® The control center analyzes the user's electricity consumption data and pushes the
corresponding electricity fee and demand response signal to the power supplier, and the power
supplier provides value-added services to the user.

4. Performance analysis
4.1. Calculation overhead comparison

In this topic, the calculation overhead is selected as the reference for the calculation efficiency in
different scenarios. Table 1 lists the calculation amounts of the signing algorithm and de-signing
algorithm of the proposed scheme and the other four aggregate sign-up schemes and whether they
are publicly verifiable, and because the number of hash operations and XOR operations in each
scheme is similar and the time of one operation is small enough (3 orders of magnitude difference),
only the computational overhead of exponential operations, bilinear operations and scalar
multiplication operations in each scheme is considered in the simulation comparison, as listed in
Table 1. Where e represents exponential operations, » represents a bilinear operation, s represents a
scalar multiplication operation, and represents the number of users. Through literature [6], it is
pointed out that the operation time of bilinear logarithmic operation, exponential operation and
point multiplication operation under the environment 2.40GHz CPU, 8GB ram and Windows 7 is
8.419ms, 0.996ms, and 0.392 ms, respectively. The calculation of these three scenarios is compared
with the computational overhead of the aggregation scheme proposed in this paper. When the
number of messages is n, the calculation cost of the proposed scheme is still less than that of the
document [8] that uses complex operations, and the total number of operations in literature [9-10] is
n-1 and n+2 times more than that of the proposed scheme, respectively, and the computational
efficiency of this scheme is higher in both the signing stage and the unsigning stage. Experiments
show that [6], the time of aggregate ciphertext decoding is about 1/2 of the unsigning time of n
ciphertexts, which greatly improves the verification efficiency of ciphertext. Literature [9] In the
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stage of aggregate signcode verification, it is necessary to use the value of Rs. that is, it is calculated
according to the recipient's private key, and any third party cannot calculate the value; Literature [8]
In the verification stage of signing secret, although the user's private key is not required, plaintext
messages need to be used, and if public verification is carried out, plaintext messages will be leaked,
so the above schemes do not meet the public verification.

In summary, this solution has obvious advantages.

Table 1: Comparison of total signcode operation efficiency

scheme Total number of signatures Public verifiability
Ref.[8] 7ns x
Ref.[9] (7n + 3)s \
Ref.[10] ne + 4p + 2ns x

This scheme (5n + 1)s \

4.2. Communication overhead

Based on literature [10], we analyze literature [10-11] and the scheme in this paper. Assuming
that literature [10] has 4 first-level gateways (BG) and 3 second-level gateways (WG), shown in
Table 2.

Table 2: Comparison of communication costs

Scheme Communication overhead

Ref.[10] lo| = (mn+ 7)(|c;] + 2|ID| + |timestamp| + |S;])

Ref.[11] lo| = (m + )(|¢;| + 2]ID]| + |timestamp]| + 2|S;])
This scheme lol = n(e| + U] + |timestamp]) + |S]

Literature [11] gives that the ciphertext |l length is 1024 bit, [ID|, |U;l, [timestamp| are all
32bit, I5:] is 160 bits, and the communication overhead of the three schemes under different number
of members is shown in Figure 2.
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Figure 2: Communication overhead

Figure 2 shows that the communication overhead is less than in the literature [10], [11], which is
applicable to the scenario in this article.

5. Conclusion

Aiming at the problem of privacy leakage of user electricity data in the advanced two-sided
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system, this paper studies a publicly verifiable aggregation ring signcrypt scheme, which can be
verified without decryption, we prove that the proposed scheme has high computational efficiency,
and can support the control center to perform statistical analysis on user fine-grained data. However,
in the assumption of this article, the control center is a highly trusted entity, once it is attacked, it
will produce a single point of failure, loss of all users of fine-grained power consumption data and
corresponding analysis results, so how to further improve the security value of the control center we
further research
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