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Abstract: In order to solve the privacy leakage that may result from the two-way interaction
between smart meters and smart grid as well as the quantum attack problem that may arise
in the future, a quantum attack-resistant smart meter identity authentication and key
agreement scheme is proposed. The scheme eliminates the overhead of certificate
management through identity-based cryptography and takes advantage of the fact that the
lattice-based problem cannot be solved in the quantum computer, and achieves that the
scheme is resistant to quantum attacks by introducing a lattice-based cryptographic. In
addition, only multiplication and addition operations of matrices and vectors are involved in
this scheme.

1. Introduction

Smart grid combines advanced information, communication and computing technologies to achieve
improvements in all aspects of power generation, transmission and distribution in the grid.
Electricity users are gradually moving from the original passive electricity consumption mode to
intelligent, green and efficient electricity consumption. One of the key components of the smart grid
is the smart meter, which can measure and collect electricity consumption data from power users
and send it to the control center for electricity consumption monitoring and time-of-use tariff
setting. At the same time, it can receive real-time tariffs and other control information from the
control center for demand response in the smart grid, and the two-way interaction between the
power users and the smart grid is gradually becoming more frequent [1].

However, such frequent information exchange is prone to attract the attention of attackers. For
example, the fine-grained electricity consumption data sent periodically by smart meters contains
private information such as the user's identity and real-time power consumption. If an attacker
obtains this information through active attacks or eavesdropping attacks, he or she can deduce
whether someone is in the user's home and thus commit criminal activities. In addition, the control
information sent by the power supplier to the customer will cause fluctuations in the power grid if it
is tampered with by an attacker, which may cause widespread power outages. Therefore, the
security of bi-directional communication of smart meters is very important [2].
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The literature [3] proposes a lightweight smart meter authentication and key negotiation scheme
that has low computational cost and achieves anonymity and untraceability of smart meters. The
literature [4] proposes a PUF-based smart meter authentication scheme that is not only physically
secure but also resistant to modeling attacks and has low computational and communication costs.
The literature [5] proposed an elliptic curve cipher-based authentication scheme for two-way
communication of smart meters, which can achieve secure two-way communication between smart
meters and electricity suppliers and resist man-in-the-middle attacks and retransmission attacks. The
literature [6] proposes a robust two-way communication scheme for smart meters, which is based
on elliptic curve ciphers, enables key negotiation, and provides detailed security proofs that can be
implemented in smart meters. The literature [7] proposes a mutual authentication and key
negotiation scheme for smart meters based on fog computing and blockchain, which enables three-
way communication and has high security. The literature [8] proposes a smart meter authentication
protocol based on elliptic curve cipher, which the authors claim has high security and low overhead.

However, the quantum algorithm proposed by Shor [9] shows that none of the current smart
meter privacy protection schemes based on discrete logarithm and large number decomposition can
resist quantum attacks, and they will be broken with the rapid development of quantum computers.
Considering the above problems, this paper designs a quantum attack resistant smart meter
authentication and key negotiation scheme, which eliminates the overhead of certificate
management by identity-based encryption and combines key negotiation with lattice cipher, and
both communication parties generate a session key to achieve secure two-way communication
between smart meters and electricity suppliers.

The rest of the paper is as follows. The second part introduces the related technology. The third
part establishes the process of our scheme. The fourth part is the summary of this paper.

2. Related technology
2.1 Notations

The security parameter is denoted by k in this paper, and g is an integer that is used as a mode in
this paper. Matrices are denoted by uppercase boldface (e.g., X ), vectors are denoted by lowercase
boldface by default (e.g., X ), and the transpose of a matrix x is denoted as X'. The Euclidean

norm of a given vector x is denoted as ||x| = X +xE +-+ X2, where X,,%,,---,X, is an element of
the vector.

2.2 Lattice

A lattice is the set of a class of discrete points in R™ with periodic structure; specifically, a lattice is
a linear combination of all the integer coefficients of the set of m linearly independent vectors

b,,b,,---,b, of the m-dimensional Euclidean space R™:

L(bl’bz’“"b”):{izl“aibi ! eZ}

The integers n and m are called the rank and dimension of the lattice, the vector group
b,,b,,---,b, is called a set of bases of the lattice, the same lattice can be composed of different

bases of the lattice, the non-zero shortest vector b of the lattice is called the shortest distance of the
lattice: D,,,, (L)=min{[b],beL\{0}}.
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Any basis of a lattice can be represented as a matrix B=[b,,b,,---,b,]eZ™". B is called a
basis matrix, with basis vectors as columns. The lattice L formed by the basis matrix Be Z™" is
defined as L(B) = [Ba: ae Z“] , Where Ba is the vector matrix multiplication.

The base matrix B is not unique for any lattice L(B). A matrix is said to be unimodular if its
determinant is 1, and BU is a basis of a lattice L(B) for any unimodal matrix U e Z™".

Small Integer Solution (SIS) problem: Given an m x n integral matrix A € Z(;"X“ (m>n) with integer modulo

g, a real constant /3 and a random vector y € Z" find a vector z € Z" \{0} such that Az =y(mod ) and
2l < 5.
3 Scheme implementation

In this section, we propose a quantum attack resistant smart meter authentication and key agreement
scheme with two parties in the given network model, i.e., the smart meter and the electricity
provider, for the authentication and key agreement scheme. To protect the transmitted data, the
smart meter and the service provider need to authenticate each other and secretly negotiate a shared

session key. The model of this scheme is shown in Figure 1.
Table 1: Notations and description of the scheme.

Notations Description

m Security parameter

n,g An integer and a prime number
X A matrix from z;™"
d Master secret-key of KGC
P Master public-key of KGC

Cryptographic hash

Hi() functions, H; : {0,1}* > Z_,i=1,2,3
Ni ith Node

sKi private-key of N;

When a smart meter needs to communicate with an electricity provider, or when an electricity
provider needs to communicate with a smart meter, the identity of both parties needs to be verified.
Upon successful two-way authentication, a shared session key is generated between the smart meter
and the service provider. This session key will be used for subsequent secure communication via
encrypted transmitted messages. For convenience, we mark the party initiating the communication
as a node N,, the party receiving the communication as a node N, , and the key generation center
(KGC) as a trusted third party for generating the private keys of the communicating nodes. Our
proposed protocol consists of three phases: initialization, private key generation and session key
generation, which are described as follows. For the sake of clarity, the notations used in the scheme
and their meanings are listed in Table 1.

The key agreement protocol is highly secure because of its authentication mechanism, which
not only allows the participants to establish a shared session key, but also allows them to
authenticate their identity after the session key is constructed, and only after the authentication is
passed can they be allowed to use the session key for confidential communication. In addition, the
development of the authentication key negotiation protocol is important for enhancing the security
of communication networks. Thanks to the good compatibility of the authenticated key agreement,
it can play a fundamental role in forming a more secure cryptographic algorithm by combining
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digital signature and data encryption technologies to meet the needs of secure communication in
data security, key management and confidential communication.
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Figure 1: Scheme Model.

3.1 Initialization

The KGC runs the Initialization phase to generate the global system parameters. The input to this
phase is a security parameter m. The outputs produced by Initialization are a list containing global
parameters. The steps executed by the KGC are:

* Chooses an integer n>2mlogq where q > a-\/m be a prime and a modular matrix
Xez;™".

* Selects a random vector d € Z; and computes master public-key as P = d'-X

* Chooses three cryptographic hash functions H,:{0,1}* —» Z_,i=12,3.

* Keeps das master secret key and outputs global parameters A = {n, g, %x,P, Hl(-)} publicly.

3.2 Private key extraction

The KGC runs Private key extraction phase to issue the private key sk, of each edge node N,.The
steps involved in this phase are as follows.

* The edge node N, sends its identity ID,,i =1,2 to the KGC.
* After receipt of ID; via an offline mode, the KGC verifies the authenticity of N, and its 1D,
* On successful verification of ID,, the KGC executes the following steps:

- Picks arandom vector r, € Zand calculates P, =r," - X.

- Computes h, = Hl(IDi ||Pi) and calculates the private key of edge node N; as
sk; =(r,+h-d)modq

- Sends (Ski’Pi) to edge node Ni via secure channel.
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3.3 Session key generation

The Session key generation phase is executed by both the edge nodes- N, and N, . This phase
negotiates a common session key between them. The steps of this phase are as follows.

N, chooses x, e Z; at random in such a way that |x,|<a,aeZ*, and computes A, = XX,
and B, =x] - X.
N, computes & =H,(B,|P,[T,) where T, represents the timestamp and calculates
S, =(sk, +8,-x,)modq.
Now, N, sends the tuple {A,,B,,T,,S,,P,} to N, over a public channel.
On receiving {A,,B,,T,,S,,P,} from N,, N, checks whether S| -X =P, +h -P+5,-B,..
On successful verification, N, chooses x,eZ; at random in such a way that
[X,[ < a,00e Z*, and computes k, =x; - A, and B, =x; - X.
N, computes &,=H,(B,|P,|T,) where T, represents the timestamp and calculates
S, =(sk,+8,-x,)modq.
Now, N, compute the session key as K, = H, (k| 1D, | ID,|T,|T,| P, P,|) and sends the tuple
{B,,T,.S,,P,} to N, over a public channel.
On receiving {B,,T,,S,,P,} from N,, N, checks whether S -X=P,+h,-P+3,B,.
On successful verification, N, computes k, =B, - X, and computes the session key as
K,=H, (klll 1D, 1D,[T,[ T | P, P2||)
Note that in the generation of session key, the values of k, and k, are same as

k, =k, =x3 - X-X,.

4 Correctness verification

Theorem 4.1 If the scheme is correct, i.e., the validating node can verify the authenticity of the
incoming message by the formula, then the following equation holds.

Proof:

ST-X=P +h-P+8,B,,i=12.

S/ -X=(sk; +5,-x,)"- X
:((ri+hi-d)+8i'xi)T-X
=r"-X+h-d"-X+§,-x - X
—P+h -P+8,-B,

Hence, it is proved.

Theorem 4.2 After successful execution of the scheme, node N, and node N, can exchange an
identical session key between them.
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Proof: During key negotiation, N, computes k, =B, -x, =x; - X-x, and N, computes
k,=x;-A, =X, -X-x,. Therefore, k, and k, have the same value, and node N, and node N, can
negotiate an identical session key K = H, (k| 1D, 1D,|T,||T, | P,| P,||) = H (k, [ 1D, 1D,]| T, T, | P. [P, ) -

Hence, it is proved.

5 Conclusion

In order to address the privacy leakage that may result from the two-way interaction between smart
meters and the grid and the quantum attacks that may arise in the future, a lattice based smart meter
authentication and key negotiation scheme that is resistant to quantum attacks is proposed in this
paper. The scheme eliminates the overhead of certificate management by identity-based encryption
and improves the traditional scheme based on DH key exchange protocol by taking advantage of the
fact that Bi-SIS and Bi-ISIS problems cannot be solved even in the quantum environment, solving
its disadvantages of inefficiency and inability to resist quantum attacks. In addition, the scheme can
resist man-in-the-middle attacks, unknown key sharing attacks, and known key security attacks, and
has perfect forward security with quantum security.
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