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Abstract: Electric vehicles play an important role in the energy Internet, however, there is a
privacy leakage problem. The use of anonymous authentication and key agreement
protocols can protect the privacy of users in the process of vehicle network communication
and guarantee the safe and efficient operation of the grid. In this paper, we design an
anonymous authentication and key negotiation scheme under the V2G networks, which
uses one-way hash function design, low computation cost and strong security of the
scheme. The scheme in this paper is proven secure by Proverif tool. This scheme is
resistant to desynchronization attack while remaining lightweight in terms of computational
overhead and communication overhead.

1. Introdution

Electric vehicles do not produce greenhouse gases and are of great significance in terms of
environmental protection and energy conservation, and electric vehicle charging and discharging are
important development scenarios for the development of the energy Internet. Electric vehicles via
V2G (Vehicle-to-Grid) [1] network can make the electric energy flow in both directions between the
grid and electric vehicles, but expose the privacy information of electric vehicle users when
performing charging and discharging. The literature [2] introduces the privacy information and
problems exposed in V2G, if no effective privacy protection mechanism is adopted, attackers may
be able to analyze the collected privacy information and the privacy issues such as work
information, home address and economic status of EV users are inferred, interfering with the
normal life of users. attackers can also disrupt the normal operation of the V2G network by forging
illegal users, thus endangering the entire power system. It can be seen that protecting the privacy
issues of EV users can contribute to the development of the energy Internet. Anonymous
authentication technology [2], as a key technology to guarantee real-time access to data, is widely
applied in V2G networks and has become a current research hotspot.

Aiming at the privacy protection problem in V2G, many scholars have studied and achieved
fruitful results. In the literature [3], in order to solve the privacy protection problem in the incentive
mechanism in V2G networks, identity privacy is protected using ID-based restricted blind signature
technique, which achieves that the real identity of EV users cannot be connected with the certificate
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identity, but there are security risks in this approach. The literature [4] proposes a traceable
privacy-preserving communication and exact reward scheme using unforgeability and restricted
formal definitions to enhance the scheme of [3], while adding traceability to obtain the true location
for finding the electric vehicle in case of theft. The authentication protocols designed in the
literature [5] using bilinear pairs guarantee the confidentiality of the communication and prevent
from being traced, but the schemes are computationally intensive. The literature [6] proposes a
lightweight privacy-preserving authentication scheme in energy Internet-based V2G networks that
can effectively protect user identity and location privacy and prove key security through security.
The literature [7] analyzes the literature [6] in detail and finds the problems such as no session key
authentication, unsynchronized biometric information and inability to resist replay attacks, and then
improves it to keep the protocol lightweight while ensuring security. To address the lack of security
in lightweight authentication protocols, the literature [8] uses Chebyshev polynomials instead of
traditional hyperbolic and elliptic curve operations to reduce the computation while ensuring the
security of the process, but the computation is still high compared to lightweight protocols.

In this paper, we propose a lightweight anonymous authentication and key negotiation protocol
for security and privacy issues in electric vehicle charging and discharging in V2G. The protocol
guarantees the security of session keys, user anonymity, forward security and resistance to
desynchronization attacks while ensuring lightweight, protecting the user's private information and
resisting illegal users. In this paper, the security of the protocol is guaranteed by strict security
proofs. The comparison results show that this scheme has low computational consumption and low
communication overhead and is suitable for V2G networks.

The rest of the paper is as follows. The second part introduces the Adversary Model of scheme.
The third part establishes the electric vehicles authentication scheme. The fourth part gives the
simulation experimental results. The fifth part is the summary of this paper.

2. Adversary Model

In the registration phase, each participant communicates in a secure channel, and in the user login
and authentication phases, each participant communicates using a public channel with security risks.
In this case, the Dolev-Yao threat model (DY model) is used in this paper. The following
assumptions are made.

® An attacker can eavesdrop on messages on the public channel without the knowledge of
each participant.
The attacker can intercept and store messages on the public channel.
The attacker can forge messages.
An attacker can send messages.
An attacker can participate in the operation of the protocol as a legitimate entity.

3. Scheme Design
3.1. Design ldeas

Before electric vehicles are charging or discharging, the V2G network is secured by mutual
verification between charging stations and the grid. The charging service provider is responsible for
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building the charging stations, and each charging station is registered with the charging service
provider. Each electric vehicle is first registered with the charging service provider. Since EVs use
public open networks when communicating, they are vulnerable to receive attacks, such as replay
attacks, counterfeit attacks, man-in-the-middle attacks and de-synchronization attacks, which lead
to user privacy leakage and also affect the stable operation of the power grid. Therefore, before
charging and discharging, anonymous authentication is conducted between EVs and charging
stations and charging service providers in a three-way process to create a secure session key.

3.2. Scheme model

Charging Service Provider (CSP): In order to facilitate the management and control of electric
energy of electric vehicles, the electric vehicle charging business is managed separately, making the
charging service provider an independent unit of electricity consumption. Users can charge directly
from the charging service provider, which builds charging stations and charging piles. The charging
stations are dispatched in such a way that the settlement of electricity charges is settled separately in
the power trading center.

Charging Station: The charging stations are widely distributed and each station has a box
transformer and several charging piles. The charging piles are equipped with a power conversion
unit, a communication unit and a meter (for measuring the electric vehicle charging power of the
customer and for settlement with the customer).

Electric Vehicles (EV): Electric vehicles, including pure electric drive and plug-in hybrid
vehicles, play an important role in the energy Internet. Each electric vehicle is equipped with a
computing unit with limited computing power.

Charging Station S—_ Electric Vehicles
Registration Registration

Charging Serve Provider

Charging Station Electric Vehicles
Figure 1: Electric vehicle certification schematic.
4. Scheme Implementation

4.1. Registration Stage

Stepl: User U; set their own identity ID; and password PW; and then U; Generate a random
number q; and calculate: A; = h(ID; || PW; Il a;) , where h() is the collision-resistant hash
function set by the CSP. Then the{ID;, A;} is send to the CSP.
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Step2: The CSP receives the registration request from the user and selects MSK as the master
key and generates two random numbers b; and K;;. The CSP set the synchronization parameters:
NU; = NU;, = 0. CSP generates a random pseudo-identity for the user. MID; and then calculate:
B; = h(ID; || MSK || b;), C; = B;®A; , and D; = h(B; Il A;)mod n,, where n, is an integer
(2* <ny, <28 ).CSPstores {ID;, MID;, b;, Kgy, NU;} into memory and stores:

{MID;, C;, D;, Ksy, NUjy, h()} into the smart card, and then sends the smart card to the user.

Step3: U; receives the smart card, calculate: W; = h(ID; | PW;)@®a; and add it to the smart
card. At this time, the information in the smart card is {MID;, C;, D;, Ksy, NUyjy, W;, h()}.

Step4: The charging station CS; set their own unique identity CID, and send it to CSP.

Step5: The CSP generates random numbers K, then set the synchronization parameter: NC; =
NCyo = 0, store {CIDy, K;s, NCyo} into memory and send {NC,, K;s} to the charging station
CS,.

Step6: The charging station receives the message and stores {NCj, Kg;s}into the memory.

4.2. Login and Authentication Phase

The EV user needs to authenticate anonymously with the CSP and negotiate a security key before
initiating a charging or discharging request. The main steps are as follows.

Stepl: Electric Vehicle Users U; enterID; and passwordPW; to activate the smart card, and then
calculate: a;j = W;®h(ID; | PW;) , A; =h(UD; Il PW;la;) , B =C®A; , D = h(B; |
A;)mod ny,the electric car verifies whether D;" is equal to D;. If it is not equal, the login request is
rejected; if it is equal, the login is successful, then the following operation is performed.

Step2: Electric Vehicle UsersU; generate a random numberR; and get the current timestampT,
then calculate MS; = (Ry Il CID,)®h( MID; || B; | Kgy), Vi = h(Ry I ID; Il B;). Then Electric
Vehicle Users send MESSAGEL:{MID;, MS;, V;, T;} to the charging station CSj, .

Step3: Charging station CS;, receive the message and firstly verify the validity of the timestamp:
|T; — Ty| < AT. Then generate a random number R, to obtain the current timestamp T,. Then, the
charging station CS, calculates: MS, = (R, I| MS; | MID;)®h(Kgs | CIDy Il NCyo) and V, =
h(R, Il Kgs | V1). Then MESSAGE2:{CID,, MS,, V,, T,}is sent to the CSP.

Step4: Receiving the charging stationCS, message, the CSP firstly verifies the validity of the
timestamp:|T, — T, | < AT. The CSP performs the operation: (R, | MS; || MID;) = MS,®h(Kgs |l
CID, || NCy), to get the user's information {ID;, MID;, b;, Ky, NU; }, and then calculates: B; =
h(ID; | MSK || b;) and (R; Il CID,) = MS,@®h( MID; |l B; | Kgy),V: = h(Ry | ID; || B;). Then
calculate: V; = h(R, Il Kgs I V4), and verify that V; =1V, is valid, if not, the session is
terminated and the ID; number of failed login attempts: fail,, = fail,, + 1 , and record the ID; is
recorded in the chain table fail;;s; in the chain table.

If the equation holds, CSP generates a random number R for the user U;, randomly generates a
new identity MID**" , get the current timestamp T; .Then calculate: MID/**"* = h( MID; |l
B)®MID!™" | SK = h(Ry Il R, | R3 1 ID; || CIDy Il ID¢sp) , MS3; = SK®h(R, Il Kgs) , Vs =
h(SK I| CID; | R, | NCy, , MS, = SK®h(R, | Kgy II| By) , Vo = h(SK || MID; || MID*" || Ry |l
NU)), Kz = h(Kgs | CID,)s NC, = NCy +1 , Kgy = h(Kgy | By) » NU; = NU; + 1,MID; =
MID*" . Then CSP send MESSAGE3: {MS;, V5, NCy, T3, MID]**""*,MS,,V,,NU;} to the
charging stationCS;,.
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Step5: Charging station CS,, receive the message and firstly verify the validity of the timestamp:
|T; — T5| < AT. Then charging station verify that the inequality holds:1 < [NC, — NCyo| < N,
where N is the set integer, if the inequality does not hold, the session is terminated; conversely,
let K¢ = K;g and perform |[NC, — NCy,| sub-operations: K;g = h(Kgg Il CIDy) .If it satisfies
N — 1 = 0, then no hash operation is required. Charging stationCS, computes:SK = MS;@h(R, |l
KGs), and V5 = h(SK || CIDy Il R, Il (NC, — 1)). Then, charging station verify:Vs = V5.If not,
terminate the session. Conversely, charging station CS, updates parameters: K;s = Kgg,NU;y =
NU;y+1 and gets the current timestamp T, .Charging station then send
MESSAGE4:{MID/****,MS, ,V,,NU;, T,} tothe EV user U;.

Step6: Electric Vehicle UsersU; Receive the message and firstly verify the validity of the
timestamp: |T, — T, | < AT and verify that the inequality holds:1 < |NU; — NU;,| < M , where
M is the set integer. If the inequality does not hold, the session is terminated. Conversely, let
Ky = Ky and perform|NU; — NU;,| sub-operations: Ky = h(Kgy |l B;), if it satisfies M — 1 =
0, then no hash operation is required.

Electric vehicle users U; Calculation: SK = MS,@h(R, | K¢y || B;) , MID*" = h( MID; |
B;)®MID***and V, = h(K | MID; | MID{*** || Ry | (NU; — 1)).Then user verifies: V; = V,.If
not, terminate the session. Conversely, user update the parameters in the smart card:K;y =
K:y.NUy = NU;y + 1 and MID; = MID;.

5. Simulation Experimental

Proverif is an automated authentication tool for security protocols that is widely used in research
work on security protocols, and this paper uses this tool to experimentally demonstrate the security
of this scheme. First, two public channels are defined: chl and ch2, then each basic variable in the
protocol is defined, and then each entity is initialized. After initialization, the protocol flow is
modeled according to the protocol flow and four values are used to verify the security of the
negotiated keys. The simulation results under version Proverif 1.96 are shown in Fig2.

Verification summary:
Query inj-event(UCend(x)) ==> inj-event(UCbegin(x)) is true.
Query inj-event(CUend(x)) ==> inj-event(CUbegin(x)) is true.
Query inj-event(GCend(x)) ==> inj-event(GCbegin(x)) is true.
Query inj-event(CGend(x)) ==> inj-event(CGbegin(x)) is true.
Query not attacker(secnameA[]) is true.

Query not attacker(secnameB](]) is true.

Query not attacker(secnameCl[]) is true.

Query not attacker(secnameD[]) is true.

Figure 2: Simulation experimental results of the protocol.
6. Conclusion

In this paper, a lightweight anonymous authentication and key negotiation protocol is designed in a

28



V2G network. The protocol guarantees the security of session keys, user anonymity, forward
security and resistance to desynchronization attacks while ensuring lightweight, protecting the
user's private information and resisting illegal users. In this paper, the security of the protocol is
guaranteed by strict security proofs. The scheme has low computational consumption and low
communication overhead and is suitable for V2G networks.
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