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Abstract: Information technology plays an important role in education, and our country 
pays more and more attention to the application of information technology. Cloud 
computing is a technology that has emerged and spread rapidly in recent years. It is an 
on-demand computing service based on the Internet. The main goal of this paper is to 
highlight the significance of cloud computing in universities. This paper introduces the 
paradigms, concepts, levels, types and characteristics of cloud computing. Cloud 
computing technology has improved the performance of universities and played an 
important role in reducing costs. In addition, this paper presents the factors that influence 
universities' adoption of cloud computing. 

1. Definition of cloud computing 

"Cloud computing" is a distributed computing technology based on the Internet[1], which 
provides storage, software, computing platform, computing infrastructure and other services to 
target users in a reusable manner on demand, and implements services according to users' 
consumption conditions. Cloud computing makes computing services simpler and infrastructure 
less complex. 

1.1. Cloud Computing Layers and Types 

In terms of service delivery, cloud computing is divided into three main layers: Software as a 
Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (IaaS) [2]. There are 
four types of cloud computing deployments: private cloud, public cloud, community cloud, and 
hybrid cloud. 

1.1.1. Cloud Computing Layer 

"Software as a product" is the traditional way of distributing software. The SaaS delivery model 
transforms the concept of "software as a product" into "software as a service". The software or 
application runs on the cloud (in the provider's server) and the user can access the application over 
the Internet to work properly [3]. Consumers don't need to know the infrastructure to run this 
application, just work and pay. 
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PaaS provides an efficient environment and powerful tools for developers to create and deploy 
applications. Instead of worrying about infrastructure issues, developers or companies focus on 
innovation. 

IaaS is the base layer for computing resources. It provides on-demand and scalable complete 
infrastructure resources (such as servers, software, network equipment and storage). IaaS allows 
users to manage and configure cloud servers just like normal physical servers. With IaaS, 
consumers will be freed from purchasing the latest technology, maintenance, software upgrades and 
software licenses. 

1.1.2. Types of Cloud Computing 

In terms of deployment methods, there are four types of cloud computing, namely private cloud, 
public cloud, community cloud and hybrid cloud. A type of private cloud that runs cloud 
infrastructure only for a specific organization. A public cloud type is one where cloud infrastructure 
is available to multiple individuals or organizations. A community cloud type is one where cloud 
infrastructure is shared by several organizations that share a common focus on a specific issue, such 
as mission, policy, or security. Cloud infrastructure is managed by these organizations or by third 
parties. A hybrid cloud is a mix of two or more of the previous types. Organizations can use this 
type when their infrastructure is under-capacity and needs to expand their infrastructure to meet 
their business. 

1.2. Features of Cloud Computing 

1.2.1. Virtualization 

Computing resource virtualization provides a new method to obtain and utilize computing 
resources remotely [4]. No matter where computing resources are, end users can call these resources 
from terminal devices anytime and anywhere, but do not need to know the location of these 
resources. Therefore, users can accomplish a lot using cloud computing services. 

1.2.2. High reliability 

Computing service resources provided by cloud providers provide users with stronger reliability 
than relying on local resources. Cloud providers distribute resource services around the world, not 
in the same location. Therefore, in any error situation in any cloud location, the cloud service 
provider can redirect the end user request to the same cloud service located in a different physical 
location. 

1.2.3. Versatility 

Cloud services are not limited to certain applications. It can serve several parts of different 
disciplines that exist in the same cloud environment, such as processing pipeline systems, it can 
convert thousands of word documents to PDF and millions of OCR documents to searchable text 
form. Therefore, a large amount of text data and information can be easily obtained on the 
Internet [5]. In the field of image processing, more images can be easily processed using cloud 
infrastructure. 

1.2.4. On-demand service 

End users can choose service requirements according to their own business functions, and they 
pay according to their own consumption. This service provides end users with virtually unlimited 
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computing infrastructure. Therefore, end users can automatically utilize cloud resources without 
any human interaction. 

2. Cloud computing in universities 

2.1. Computing Environment Virtualization 

Because each discipline has an independent experimental environment, when the computing 
environment supports research projects in multiple disciplines, the computing environment that 
universities sometimes use will suffer from low performance, slow data access, and low throughput. 
Through cloud computing technology and its virtualization characteristics, organizations can build 
multiple virtual computing environments that are managed in parallel. The time required to deploy 
each environment is not long, and Beijing University of Technology completed it in about 30 
minutes. The characteristics of virtualization have enabled Beijing University of Technology to 
save 35% to 50% in terms of physical resource cost, performance and throughput [6], and the 
computing environment has been enhanced. 

2.2. Elastic cloud storage 

Elastic cloud storage enables universities to meet precise storage needs in minutes. No bids, no 
purchases are required in this process, it is time consuming and requires no additional IT staff to 
support the infrastructure. It will also be done quickly if the capacity is reduced. It just stopped the 
vendor's cloud service [7]. The use of Amazon S3 for elastic storage by Stanford University and the 
University of Texas is a strategic development in computing environments. It improves the security 
and accessibility of computing environments while reducing costs. 

2.3. Cloud-integrated email services 

For large universities with dozens of branches, providing, managing and supporting email 
services at all remote locations in a timely manner is a significant challenge. At the same time, it is 
also a challenge to provide efficient backup services to all sites regularly and accurately. 
Traditionally, maintaining and supporting servers at these remote locations was done one by one by 
going to these sites [8]. This requires a lot of time, effort and cost. By building a unified, centrally 
located private cloud environment consisting of several servers at the headquarters, the cloud-based 
email service is a good solution. 

From the previous introduction, it is clear that cloud computing technology has improved the 
performance of the university. In addition, cloud computing plays an important role in reducing 
costs [8], especially for universities with limited budgets, using cloud computing solutions is critical. 

3. Challenges for universities to adopt cloud computing 

Although cloud computing has many advantages, it also has some disadvantages. Universities 
face some challenges in adopting cloud computing, the main ones are as follows: 

3.1. Security 

This is the most important factor influencing the use of cloud computing, not only in universities, 
but in all industries. The management of the university is concerned about the confidentiality and 
privacy of the data [9]. Don't trust vendor statements about security issues. 
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3.2. Bandwidth 

In the case of insufficient Internet bandwidth, since cloud computing is an Internet-based service, 
especially in the public cloud computing model [10], it will be difficult to provide educational 
services. 

4. Conclusion 

Cloud computing in universities is still in its infancy compared to other industries, but it will 
continue to evolve over time. The adoption of cloud computing can help universities to focus on 
key teaching-related goals with minimal cost. Adoption of cloud computing in universities is 
necessary. Cloud computing technology plays an important role in reducing costs while improving 
university performance. Challenges affecting the adoption of cloud computing in universities 
mainly include security, Internet bandwidth, acceptance by decision makers, and clarity of 
educational management rules. Security issues remain an important external challenge affecting the 
adoption of cloud computing in education. 
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